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ABSTRACT

This thesis deals with the practical technical essuelated to a computer network. In
particular, the design and creation of the maincfioms that any networks of small or
medium-sized enterprises may require. Securityssudsed as main topic throughout the
entire paper. It includes step-by-step configuratitstructions as well as common threats

to avoid.
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INTRODUCTION

Today most people understand the importance oflThsector. The width and spread
within the infrastructure pose many possible ttwe@hese threats may cause a failure in
any particular part of the IT configuration. Unfamitely, most of the threats originate from
the network. This is the reason why | decided tatthe principles by which to avoid
them. During this research, | have found the litemat times to be too wordy and some of
the “pocket handbooks” weighed more than a kiloer€fore, | have decided to optimise
the information available to new administrators dedigners in their task of establishing a
new computer network. In comparing the possibgited server operational systems the
Windows Server system is the superior product dugstsimplicity of the administration
interface as well as the low level of time spentraitine work. It supports automatic
updates and some new features from past releabespdst releases often placed the

system at a higher security risk or difficulty wnainister was rebuilt with good results.

The concept of the thesis is made in the structuegl with example network cases. The
following recommended techniques lead to a stahkk secured network configuration.
The entire list of techniques is not mandatoryhesvtariety of network configuration and

required services running is endless.

The thesis is written for those who understand mairprinciples. It contains many

acronyms associated with theory. Some of thesemamationed and illustrated through
underlined comment; others are commented in thefliabbreviations. In general, | found
it not necessary to discuss the implications frooolBan algebra to particular algorithms
applied to routing and automatic network explomatilowever, some are discussed. If
required, thénternetworking Technology Handbopiuablished by Cisco Technologifib]

may be consulted as a reference manual.
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1 MICROSOFT SERVER 2008 SYSTEM DESCRIPTION

Windows Server 2008 R2 builds on the award-winnfimgndation of Windows Server
2008, expanding existing technology and adding features to enable IT professionals to
increase the reliability and flexibility of theiresver infrastructures. New virtualization
tools, Web resources, management enhancementsexaitthg Windows 7 integration
help save time, reduce costs, and provide a phatfor a dynamic and efficiently managed
data centre. Powerful tools such as Internet In&tion Services (lIS) version 7.5, updated
Server Manager and Hyper-V platforms and Windowsd?dShell version 2.0 combine to
give customers greater control, increased effigiesnad the ability to react to front-line

business needs faster than ever befotg.

Windows Server 2008 is built from the same codee ks Windows Vista; therefore, it
shares much of the same architecture and functipn8ince the code base is common, it
automatically comes with most of the technical,usig, management and administrative
new features to Windows Vista. These include theiteen networking stack (native IPv6,
native wireless, and speed and security improvesieimiproved image-based installation,
deployment and recovery; improved diagnostics, mooing. It also encompasses event
logging and reporting tools; new security featusesh as, Bit Locker and ASLR;
improved Windows Firewall with secure default cgofiation; .NET Framework 3.0
technologies, specifically Windows Communicationufdation, Microsoft Message
Queuing and Windows Workflow Foundation; and theedeernel, memory and file system
improvements. Processors and memory devices arell@dds Plug and Play devices, to
allow hot plugging of these devices. This allowe 8ystem resources to be partitioned
dynamically using Dynamic Hardware Partitioningckegartition has its own memory,

processor and I/O host bridge devices independesther partition25]



UTB ve Zling, Fakulta aplikované informatiky, 2010 12

2 DISTRIBUTIONS OF MS WINDOWS SERVER 2008

2.1 Introduction

The Microsoft Windows Server 2008 is a product agaplon, which may exist in many
various modifications. Main two types of instanees physical and virtual. The physical is
installation at one server using its own CPUs diye¥irtual instance is through a virtual

machine installed on physical instance of otheratmenal system (may be the same).

For any kind of instance such as virtual or physitais possible to purchase various
modifications of the product suitable to variousesis Enterprise will decide which
distribution to choose by expectation. Mainly, #eectation is form the load by traffic
and by services, it should include. Following tast®ws the main four distributions and its

properties.

Table 1 — Comparison of distributions of MS Windd3exver 2008, Sourd21].

Edition Web Standar

Hyper-V virtualization technology Includemcluded Included
Number of instances (physical+virtual) 1+1 1+4 Unlimited
Maximum RAM (32-bit) 4GB | 4GB 64GB 64GB
Maximum RAM (64-bit) 32GE 32GB 2TB 2TB
Minimum number of CPUs 1 1 1 4
Maximum number of CPUs 4 4 8 64
Hot swap RAM and CPUs No No No Yes
Cluster Service (failover) 0 0 16 16
Terminal Server No | Yes Yes Yes
Network Access Protection No| Yes Yes Yes
CALs or External Connector required No| Yes Yes Yes




UTB ve Zling, Fakulta aplikované informatiky, 2010 13

3 REASONS FOR NETWORK SECURITY

The internet opened many opportunities to get médron, put information and sell
something. In this area there has been no authmoityrolling the ways of surfing, buying
or adding information in. In fact, it is economigalmpossible. As in Gauss curve here in
the world is potential of full variety of particulg minded people. Even developers who
know the technology might have reasons for produtihe malicious technology against
the original technology itself. During the earlyroduction of the internet, few companies
were subject to fraud. However, the number of &ttacreased and by then people started
thinking about the security. It is mainly role bktproducers of networking technologies to
finance the research for securing the technolo@gsnow has been made great job and
many of threats were put down. It is extremely im@at for application developers,

network designers, and network administrators taveare of the weaknesses.

While many causes exist for security problemsgast three types of fundamental

weaknesses open the door to security problems.

» Technology weakness

» Policy weakness ( No written security policy, Lafldisaster recovery plan, No
policy for software and ardware additions or changkack of security
monitoring, employment policies and internal pagi

» Configuration weakness (Ineffective control listgilihg to block intended
traffic, default missing or old passwords, Unneededs or services left active,
user IDs and passwords exchanged in clear textk weainprotected remote
access through the internet)

* Human weakne$23].
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4 COMPANY SECURITY POLICY

The Information Technology (IT) security strategy ane of the main policies, which
maintains corporate network safety. This is becaasgle of reasons. The document has
been mandatory to all employees. Legally, employemge signed to follow all of the
company’s policies where the network security polgthe part of it. To avoid hacking,
enterprises inform their employees of the correccedures and methods to follow. In
addition, the framework and contents of the docunstould be legally recognised as
additional protection in the case of misuse. Atetiof incorporation, it is mandatory to
identify and to document prohibited processes ideprto sensitise employees. All
employees within all levels of the hierarchy shiie responsibility. The document should
also define the particular information, which isr foompany critical. This critical
information not only recognises security procedsesalso the degree of familiarity to
which employees require the necessary knowledgeriorm tasks such as manufacturing
and engineering. By defining the critical infornaetj it is then possible once the critical
information is breached to transfer the incidenthte law courts for prosecution of the
offenders. The policies are uniform for all empleyend are used as training material for
new-workers and those related to security procesdas is one of two possibilities to

maintain awareness during periods of high employe®ver.

4.1 Sample security policy

The security policy is the kind of document, whieflects the company size, internal rules,
type of business and the amount of internal infeionathat flows between employees. The
following sample illustrates the suggested contatiteough they may not be applicable to
all enterprises. For example, commerce specialisinge-business require more

sophisticated and concrete policy.

The fields below reference the topic of particutdormation. They are not commented as

many are discussed in the practical portion of ainiglysis.
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2.1
2.2

3.1
3.2
3.3
3.4

4.1
4.2
4.3
4.4
4.5
4.6

51
52
53
54
55

6.1
6.2
6.3
6.4
6.5
6.6

7.1
7.2

Sample Security Policy Outline
Introduction

General Information

8.1 Authentication
8.2 Intrusion Protection

8.3 Physical Access

Objectives 8.4 Backups
Responsible Organizational 8.5 Retention Policy
Structure 8.6 Auditing
Corporate Information Services 8.7 Disaster Recovery

Business Unit Information Services 9

International Organizations
Tenants

Security Standards
Confidentiality
Integrity
Authorization
Access

Appropriate Use
Employee Privacy
Domain Services
Authentication
Password Standards
Resident Personnel Departure
Friendly Terms
Unfriendly Terms
Email Systems
Authentication
Intrusion Protection
Physical Access
Backups

Retention Policy
Auditing

WEB Servers
Internal

External

Data Centre

LAN/WAN

9.1 Authentication

9.2 Intrusion Protection
9.3 Physical Access

9.4 Modems

9.5 Dial-in Access

9.6 Dial-out

9.7 Backups

9.8 Retention Policy

9.9 Content Filtering

9.10 Auditing

9.11 Disaster Recovery
9.12 Network Operations Center
9.13 Physical Network Layer
10 Desktop Systems

10.1 Authentication

10.2 Intrusion Protection
10.3 Physical Access

10.4 Backups

10.5 Auditing

10.6 Disaster Recovery

11 Telecommunication Systems
11.1 Authentication

11.2 Intrusion Protection
11.3 Physical Access

11.4 Auditing

11.5 Backups
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11.6 Retention Policy
11.7 Disaster Recovery
12 Strategic Servers
12.1 Authentication

12.2 Intrusion Protection
12.3 Physical Access
12.4 Backups

12.5 Retention Policy
12.6 Auditing

12.7 Disaster Recovery
13 Legacy Systems
13.1 Authentication

13.2 Password Standards
13.3 Intrusion Protection
13.4 Physical Access
13.5 Backups

13.6 Retention Policy
13.7 Auditing

13.8 Disaster Recovery

14  Security Services and Procedures

14.1 Auditing
14.2 Monitoring

14.3 Security Incident Handling

14.4 Preparing and Planning for Incident Handling
14.5 Notification and Points of Contact
14.6 Identifying an Incident

14.7 Handling an Incident

14.8 Aftermath of an Incident

14.9 Forensics and Legal Implications
14.1CPublic Relations Contacts
14.11Key Steps

14.11.1 Containment

14.11.2 Eradication

14.11.3 Recovery

14.11.4 Follow-Up

14.11.5 Aftermath / Lessons Learned
14.12Responsibilities

15 Ongoing Activities

15.1 Incident Warnings

15.1.1 Virus warnings

15.1.2 Intrusion Vulnerabilities

15.1.3 Security Patches

16 Contacts, Mailing Lists and Other Resources

17 References

Table 2 — Sample security policy, Source: Williaardsworth, Sans Institufi]
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5 COMPUTER NETWORK

5.1 Introduction

Computer network is set of computers connected Imanigels with common

communication protocols in order to exchange datsese data flows through many
various sets of protocols depend on what media,potimg technology, and interface
flows. A layer hierarchy was developed in casertdasstand communication protocols and
its encapsulation in each other. Each protocolitsaswn function. Following paragraph

shows how Cisco technologifib] discuss each layer.

5.2 1SO OSI Model

Layer 1: Physical Layer

The physical layer defines the electrical, mechanigrocedural, and functional
specifications for activating, maintaining, and ceating the physical link between
communicating network systems. Physical layer $jpations define characteristics such
as voltage levels, timing of voltage changes, plafsilata rates, maximum transmission
distances, and physical connectors. Physical legplementations can be categorized as
either LAN or WAN specifications. Figure 1-7 illuates some common LAN and WAN

physical layer implementations.
Layer 2: Data Link Layer

The data link layer provides reliable transit ofedacross a physical network link. Different
data link layer specifications define different wetk and protocol characteristics,
including physical addressing, network topologypenoatification, sequencing of frames,
and flow control. Physical addressing (as opposedédtwork addressing) defines how
devices are addressed at the data link layer. Nktéapology consists of the data link
layer specifications that often define how deviaesto be physically connected, such as in
a bus or a ring topology. Error notification alemgper-layer protocols that a transmission
error has occurred, and the sequencing of dataeBasorders frames that are transmitted
out of sequence. Finally, flow control moderates transmission of data so that the

receiving device is not overwhelmed with more ftcafian it can handle at one time.
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Layer 3: Network Layer

The network layer defines the network address, Wwiiitfers from the MAC address.
Some network layer implementations, such as therriet Protocol (IP), define network
addresses in a way that route selection can bentieed systematically by comparing the
source network address with the destination netwaddkess and applying the subnet mask.
Because this layer defines the logical network Udyoouters can use this layer to
determine how to forward packets. Because of thisgch of the design and configuration

work for internetworks happens at Layer 3, the oekWayer.
Layer 4: Transport Layer

The transport layer accepts data from the sesaimr ind segments the data for transport
across the network. Generally, the transport l&yeesponsible for making sure that the
data is delivered error-free and in the proper sege. Flow control generally occurs at the
transport layer. Flow control manages data transionsbetween devices so that the
transmitting device does not send more data tha&nrdéteiving device can process.

Multiplexing enables data from several applicatiimbe transmitted onto a single physical

link. Virtual circuits are established, maintainehd terminated by the transport layer.

Error checking involves creating various mechanigorsdetecting transmission errors,

while error recovery involves acting, such as retjng that data be retransmitted, to

resolve any errors that occur. The transport pasoased on the Internet are TCP and
UDP.

Layer 5: Session Layer

The session layer establishes, manages, and teemineommunication sessions.
Communication sessions consist of service requasts service responses that occur
between applications located in different netwoeides. These requests and responses
are coordinated by protocols implemented at theigedayer. Some examples of session-
layer implementations include Zone Information Beol (ZIP), the AppleTalk protocol
that coordinates the name binding process; andidde$3ontrol Protocol (SCP), the

DECnet Phase IV session layer protocol.
Layer 6: Presentation Layer

The presentation layer provides a variety of codamgl conversion functions that are

applied to application layer data. These functiensure that information sent from the
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application layer of one system would be readalyle@he application layer of another
system. Some examples of presentation layer codity conversion schemes include
common data representation formats, conversion hafracter representation formats,

common data compression schemes, and common dayg&on schemes.
Layer 7: Application Layer

The application layer is the OSI layer closesth® énd user, which means that both the

OSI application layer and the user interact diyewith the software application.

This layer interacts with software applications tthanplement a communicating
component. Such application programs fall outsile scope of the OSI model.
Application layer functions typically include idélying communication partners,

determining resource availability, and synchrorgzitommunication.

Source:Cisco Technologi¢k5].
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6 NETWORK SECURITY

6.1 Overview

Central to the role of server designer and adnmatist is the concentration on security
ratios:

security or security
accessibity performane

The component selected negatively impacts the o8emuring or protecting the corporate
network is more question of cost for company. Techase expensive security services is
only one part of the total network security expesndehe more refined or specialised the
system, the more time is spent on administratioth lamowledgebase construction. The
importance of securing the network increases dwenopany policies and the nature of its
services in that each will vary. This segment ddible into two main groups such as,

small and medium business delimitating securityiced and subsequently, delimitating

network security rules.

6.2 Securing small business

A very small business network may constitute anrenment wherein hackers have little
to read / modify such as, knowledge or other imgurtassets available on electronic
processing or storage. It may also comprise de kit one office where there is greater
contact between their employees. In both of thestances, one may secure the network
with standards as those deployed by advanced heers.uA router with its services that
include firewall, antivirus, antispyware in eachtwerk-connected computer is the
minimum for today’s configurations. Security belawuial training is also a valuable part of
corporate security and is present in all secustgted guidelines. The impact is not limited
to networking security only. It affects a very widage of possible threats. Recent research
demonstrates that the percentage of disloyal empkys not small. Seventy-five percent
(75%) of companies cited employees as a likely @owf hacking attacks. For more

details, please consult Attachment$ecurity Statistics
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6.3 Securing medium enterprises

Once we have to secure a network for a companyriegunore security policies (such as,
e-business oriented, or with a greater internakoet infrastructure, business management
software, network data storage, and others) onéohglain seriously to be synchronous and
to track related trends. To have a basic notiowtuth particular rules can be applied to
standard policies is to block the services, whiahreot in use. Then one has to block the
ports, which are not in use and block the IP add®swhich could be potentially a risk to
connect. The latter are not in use with either semvices or host users. Blocking the
possibility to connect to the network by host to wmknown physical address, retains
claimed user certificates to identification andhaumtication for access, use of outbound

methods of verification.
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7 NETWORK SECURITY - PARTICULAR PARTS OF NETWORK

The perception of security in the sense of netwayks not consistent with the view it
originally evokes. We might envision the networklkasng a group of cabling, network
devices, and rules of communicating. This is ondyrell part of the components that could
be potentially at risk during important informatibaws. We must however comprehend a
network as consisting of cabling, routers, switchlesbs, amplifiers, servers, server
configuration as an operating system, network sesyiand its associated configuration,
hosts and its configuration and the individualshwtiteir politics. We therefore, have to
focus on the whole ISO-OSI model (sectmf) and the users who are not included in the

network layers model even though they are pait of i

7.1 Cabling

Cabling is the longest route by which data flowsic® the cabling is secured, we
determine the transmitting media as well as thesiohy security in switchboards.
Typically, media consists of metallic cable, opticable, and electromagnetic waves.
Within each media, there exists a need to prevanbws threats. The easiest prevention
occurs with optical cables. There is only the némdphysical and encoding security
against the transmitting buzz. Optical cables dodeal with electromagnetic compatibility
— EMC, or electromagnetic susceptibility - EMS. Opipe to the former are the remaining
two types of media. In this case, we have to predata encoding, data encrypting and
physical security. Today it is popular to secure wireless networks, as the same threat
exists for cabling. Any piece of wire, when useddtiernating electric current flow emits
electromagnetic waves. Network data flow monitoringes electromagnetic waves.
Hackers then only have to use the right technofoggntenna and amplifier. In the case of
data flow monitoring it becomes the task for a dataryption system. We also prevent

system for buzz in transmitting channel by incnregsedundancy.

7.2 Transport layer - network traffic as listenable daia

As previously discussed, when metallic cable isdusealways remains a potential risk
wherein, an intruder may acquire our data. Thicgse was highly used by hackers to

obtain this information. Today it is feasible tetén to network data. New developed
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technologies permit more secured communicationsigJdsdd or non-secure services (more
for simplicity and availability) such as - POP3,FFbr HTTP protocol we put our data
through the network unsecured. We have no diffiesilto listen and read pure data from

packets. The following example shows how easilypégsword could be reld

Headers are onitted.
Packet 1

Request command: USER
Request arg: m sem nsky

0000 00 13 f7 eb 9c 15 00 Oa e4 a7 9a 40 08 00 45 00 ........ ...@.E
0010 00 39 9f d9 40 00 80 06 7b e0 cO a8 02 64 c3 b2 .9.@.. {....d..
0020 58 46 0Ob 34 00 15 33 50 66 18 bf 71 5d ea 50 18 XF.4..3P f..q].P.
0030 ff df 2e ee 00 00 55 53 45 52 20 6d 5f 73 65 6d ...... US ER m sem
0040 69 6e 73 6b 79 0d Oa i nsky. .

Response code: User nane okay, need password (331)
Response arg: Password Needed for Login

0000 00 Oa e4 a7 9a 40 00 13 f7 eb 9c 15 08 00 45 00 ..... @. ...... E.
0010 00 47 d9 7a 40 00 7b 06 47 31 c3 b2 58 46 cO a8 .Gz@{. Gl..XF..
0020 02 64 00 15 Ob 34 bf 71 5d ea 33 50 66 29 50 18 .d...4.q].3Pf)P.

0030 17 ef 91 ef 00 00 33 33 31 20 50 61 73 73 77 6f ...... 33 1 Passwo
0040 72 64 20 4e 65 65 64 65 64 20 66 6f 72 20 4c 6f rd Neede d for Lo
0050 67 69 6e 0d Oa gin..

Packet 3

Request command: PASS
Request arg: heslo

0000 00 13 f7 eb 9c 15 00 Oa e4 a7 9a 40 08 00 45 00 ........ ...@.E
0010 00 35 9f da 40 00 80 06 7b e3 cO a8 02 64 c3 b2 5..@.. {....d..
0020 58 46 Ob 34 00 15 33 50 66 29 bf 71 5e 09 50 18 XF.4..3P f).qg".P.
0030 ff cO fc dO 00 00 50 41 53 53 20 6d 61 72 74 69 ...... PA SS hesl o
0040 6e 0d Oa

Code 1 — unencrypted packets

! To be precise — all the headers of other layeroaritted, such as Frame, Ethernet, Internet Pobtand
Transmission Control Protocol.
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The security solution for password sending is @aeryption. The most widespread is the
TCP connection without any encryption. A three-maaypdshake establishment makes TCP
connection. This handshaking technique is refetwess the 3-way handshake or as "SYN-
SYN-ACK". The TCP handshaking mechanism is desigsedthat two computers
attempting to communicate can negotiate the paemnef the network connection before
communicating. This process is also designed sobibth ends can initiate and negotiate
separate connections at the same time. The folipwdescription shows how the

connection is established.

= Host A sends a TCP synchronize packet to Host B

= Host B receives A's synchronize packet

» Host B sends a synchronize-acknowledgement packet

= Host A receives B's synchronize-acknowledgemeritgtac

= Host A sends acknowledgement packet

= Host B receives acknowledgement packet. TCP coiumeist established.

There is not exist a process that deals with emicnypin the above. The service for
encrypted TCP connection is called SSL — Transpayer Security. Many might know
SSL as Secure Socket Layer, which is the predecesSSL. To be more precise, the SSL
connection establishes once a three-way handshakelr@P connection. SSL supports
mid-layer for the encryprion handshake. The SSLdehake uses a symmetric algorithm
such as DES or RCA4. A public-key algorithm, usuBR8A is used for the exchange of the
encryption keys and for digital signatures. Theoatgm uses the public key in the server's
digital certificate. With the server's digital aédate, the client can also verify the server's

identity. The Following description shows how tH&lL.Sconnection is established.

= “The client sends a client "hello" message thas like cryptographic capabilities of the
client

= The server responds with a server "hello” messhgé ¢ontains the cryptographic
method (cipher suite) and the data compression adefielected by the server, the
session ID, and another random number.

Note: The client and the server must support at leastommmon cipher suite, or else the

handshake fails. The server generally chooses tthagest common cipher suite. The

server sends its digital certificate. If the seruses SSL3, and if the server application (for

example IS, Apache, ).requires a digital certificate for client autheation, the server
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sends a "digital certificate request” messagehari'digital certificate request” message, the
server sends a list of the types of digital cexdifes supported and the distinguished names

of acceptable certificate authorities.

= The server sends a server "hello done" messageaitslfor a client response.

= Upon receipt of the server "hello done" message ctient (the Web browser) verifies
the validity of the server's digital certificate darchecks that the server's "hello”
parameters are acceptable. If the server requestdiént digital certificate, the client
sends a digital certificate, or if no suitable thfcertificate is available, the client sends
a "no digital certificate” alert. This alert is grd warning, but the server application can
close the session if client authentication is mémga

» The client sends a "client key exchange" messdge.nessage contains the pre-master
secret, a 46-byte random number used in the gemerat the symmetric encryption
keys and the message authentication code (MAC) lkeeysypted with the public key of
the server. If the client sent a digital certifeab the server, the client sends a "digital
certificate verify" message signed with the clenprivate key. By verifying the
signature of this message, the server can explieétify the ownership of the client
digital certificate.

Note: An additional process to verify the server digttaltificate is not necessary. If the

server does not have the private key that belamgset digital certificate, it cannot decrypt

the pre-master secret and create the correct keythé symmetric encryption algorithm,

and the handshake fails.

= The client uses a series of cryptographic operatiorconvert the pre-master secret into
a master secret, from which all key material rezgiifor encryption and message
authentication is derived. Then the client sentshange cipher spec” message to make
the server switch to the newly negotiated cipheteshe next message sent by the
client (the "finished" message) is the first messagcrypted with this cipher method
and keys.

= The server responds with a "change cipher specadfidished" message of its own.

» The SSL handshake ends, and encrypted applicagi@ncdn be sent.

Here is another protocol which is used to secueedéta. It is named TLS —Transport

Layer Security. The difference between SSL and T&Sminor. TLS uses stronger
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encryption algorithms and has the ability to work different ports. Additionally, TLS
version 1.0 does not interoperate with SSL ver8io14]

By defining SSL/TLS protocol functions it is notetHinished process of securing by
encryption. The SSL protocol provides more podgibgi for other services and types of
connection to participate. This is why a rectifyimgssage is written above about the right
position of SSL/TLS in the OSI model. The SSL/TLftpcol operates above the TCP
connection once the TCP connection is establishatien turns to establish the TLS
connection. After the TLS connection other conrmgifrom the application layer such as
HTTP which is the main usage may be established. ilnportant to manage the server
configuration so as to have the valid databaseustdd certification authorities and valid
certificates for data encryption as it expires ratie period of time. Once the server
configuration is made the HTTP protocol over trdstencrypted and certified data
channel, it is possible to use another name andnponber such as HTTPS. The following

lists services using secure connection and porteusn

Table 3 — List of commonly used protocols over S&IS.

Unsecured Secured

Name - port Name-port Usage

HTTP - 80 HTTPS — 443 Hypertext Transfer
FTP - 20,21 FTPS — 989,990 File Transfer
Telnet — 23 Telnet secure — 992 Remote control
SMTP - 25 SMTP secure — 465* Mail transfer
IMAP — 143 IMAPS — 993 Mail transfer

POP3 - 110 POP3S - 995 Mail transfer

* Unofficial — the port is shared with CISCO Teclhogies.

7.3 Switches and Hubs

The switch and hub utilise stronger security far fbllowing reasons. A network hub or
repeater hub is a device for connecting multiplésted pairs or fibre optic Ethernet
devices together and making them act as a singlgonke segment. Hubs work at the
physical layer (layer 1) of the OSI model. In fatte hub does not operate with data the

amplifying effect is not counted. This type of frafmanager causes collisions and
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CSMA/CD process if used very often. It also cause®ry high overload of the network
bandwidth and services. The successor to the hile iswitch. Switches work at the upper
layer — data link layer (Layer 2). It reads thenfeaheader and operates with physical
addresses in the network so as not to overlodidstalso possible to find a L3 switch with
the L3 is signifying the ability to work at the ttilayer, which is the same function as the
router does. This represents the integration ofsthgch and the router functions. It is
commonly used in home routers where only one iatercreates the LAN network and the
need for more interfaces, which are used to corningbe same LAN. The switch is used to

support this need.
Switch spoofing

When used the first time in the network, it leaatfisthe MAC addresses of each network
devices using the ARP exploration request prodesempiles using the ARP table, which
is in fact a simple database. Every frame aftera/aampares with the database to send it
to the right interface at the requesting host. Wilennetwork is modified, the switch uses
the same exploration request to update its databdse is the network security risk. In
this case, no authority exists confirming the doéidy of the data sent to the switch. An
attacking host can operate in the LAN network gdsyl sending the supposititious ARP
reply to the ARP question. It then learns the wrorigrface number related to some MAC

address. By then, the attacker can communicatetimgticomputer, as it is the right end.
Poisoning ARP table

Automatic discovery technology is the part of theectly connected hosts to switch
interfaces permits yet another type of spoofingvkm@s spoofing ARP table. This occurs
in the LAN environment using the same vulnerabidityin the switch spoofing. When the
switch discovers and learns the MAC addresses# its own database located in its RAM
memory. This memory has limited capacity. Therefavben it sends to the switch too
much information for the record it may fail. In $htcase, some switches cross into an
emergency state and switch its function into HUBddes not require any table to verify
results. In this case, the traffic is high causimgny collisions. There is the possibility to
communicate with each host in the network. Theltésabout the same for the attacker as

with previous case.
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Using the poisoning and spoofing

The use is described in the sections above. hportant to know that these cases happen
mainly from inside the local area network. This alfurepresents employees, network
rules (mainly MAC address-related assignment ohdBresses) or physical security. The
most effective practise in using this is in redimeg all traffic between root input/output
and attacker’s NIC. By then all of the traffic bietLAN directly leads into NIC and then is
resent to the router. A greater response whenmnitie other computers in the network is
the only indicia. It is also possible to see whetthe ARP table is not corrupted by the
exact knowledge of all MAC addresses of all hodte, MAC address of the server’s NIC
and have possibility to check the table using mamamnt tools. These tools are the telnet
connection or web based configuration. Of coursesé connections are also corruptible.
Once this is corrupted, there is no need to thibkué the more time and knowledge
consuming technologies, like spoofing or poisoniBgcause the configuration by telnet is

discussed later in the router section, we will rdeal with web-based connection only.
Configuration by web interface

Configuration based on a web interface is very paopn home use switches and routers as
well. The next section on routers deals with emtegporiented routers as they do not have
web based interfaces, as there is a greater riskilpbty and even more maintenance
failure risk. A secured web-based connection isenadh password authentication. This
password is sent through HTTP request for anothat page, which is unencrypted as
well as from the FTP packet. From previous sectiargshave learned about the encryption
possibility SSL/TLS. Here is the possibility to eyjt data to have high security during the
network transmission. There is another risk, sickey loggers and other technologies to

record the password on the host computer. Thadigsussed later.

7.4 Routers

From The Computer network section, we know thatrtheer is the main device used for
structuring and permitting the network to work. Tioaiter is responsible for routing the
network traffic in particular networks and betwesach other. Each network has its own
settings, such as network settings but also sgcseitings. If we have privileged network

of important hosts whose security is privileged mway apply another set of rules than to
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other networks, which are connected to the sameroli the router does not follow the
same level of security as the privileged netwotkdaoes not follow the rules as it is
configured. The meaning is for password strengdssword saving, number of possible
connections for maintaining the router, and physsezurity. We will discuss password
security later for hosts in the network. It is imjamt to say that we have some rules in

password definition at each security level.
Password strength

A password is “breakable” as with any security teathgy, but the question is after what
period. A strong password might be corrupted aft@ny years by a brute force attack.
Passwords like this must be long enough and mustaro unusual letters like a

combination of small and capital letters, numbedsts and so. It creates more
combinations in attacking the password by brutedoif oday the routers have even better
practice in password security as it places a de&ween password entry and evaluation
result if successful or not. Another rule is if fbgin is, unsuccessful many times it behave
differently to disallow the attacker password disgry and even measures information

details about the attack.
Password encryption

Another procedure exists when the attacker ob&tars-up or running configuration file of
router. This may happen, when the attacker is tbleg in as a low-level administrator
and does not have enough rules to modify routéingst In this case, we use in the router
settings the possibility to encrypt the passwordsiving into memory — configuration file.
The password is saved then as a string of hashitalgoresults, which is not usable as
password. The router has implemented its own higititam based on a random number
recalculating. Once the password change is madehdkh algorithm will recalculate the
string into hash string to save it directly intonfiguration file. Once the administrator
needs access, he/she fills in the password andaime recalculating process is made.
Afterwards it is possible for the router to chebk difference between the new hash code

and the saved one.
Remote maintaining connections

The number of possible connections for maintainivgrouter is also very important. It is

easy for the network administrator to use some btfpemote access, but it decreases the
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safety. The router can have a modem (AUX) connedticconsole port, telnet connection

for data directly from the network and http protdecased administration connection.

7.5 Hosts

Hosts in the network is meant as all the interfasbgch are able to listen and reply to
network traffic and do not originally provide netkoservices. These use the network
services and this is why it is important to havensocomputing capable hardware,
compatible with the network and application layestpcols. All the hardware is today very
similar in compatibility and is developed for moveays of use, to have an easier
manufacturing process and more possibilities toalemit to products that are more
specific from the IP telephone to high mainframbisTis why it may communicate in the
network in a spurious way in the case of the haelttack. This case is very popular
between hackers as it may allow in some way illegalchment. A good example is the
cash dispenser. It is very complicated to hack shcdispenser, but very direct in
enrichment. Empirical research demonstrates tlekttare many security rules applied to

prevent hacking at the machines.

7.6 Computer vulnerabilities

There are some common computer vulnerabilitiesefisetl by Microsoff{13], which are

in fact the most common ones used by hackers today.
Security exploit

A security exploit is a prepared application thaltels advantage of a known weakness.
Common examples of security exploits are SQL impectCross Site Scripting and Cross
Site Request Forgery that abuse security holes thay result from substandard

programming practice. Other exploits would be dblee used through FTP, HTTP, PHP,

SSH, Telnet and some web pages. These are very aonmmvebsite/domain hacking.
Vulnerability scanner

A vulnerability scanner is a tool used to checkcly computers on a network for known
weaknesses. Hackers also commonly use port scafimse verify to see which ports on
a specified computer are "open" or available teeasdhe computer, and sometimes will

detect what program or service is listening on fftat, and its version number. (Note that
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firewalls defend computers from intruders by limgi access to ports/machines both

inbound and outbound, but can still be circumvented
Password cracking

Password cracking is the process of recoveringygasis from data that has been stored in
or transmitted by a computer system. A common aqraes to try repeatedly guesses for
the password. The purpose of password cracking tnighto help a user recover a
forgotten password (though installing an entirebgvnpassword is less of a security risk,
but involves system administration privileges)gtn unauthorized access to a system, or
as a preventive measure by system administratadck for easilgrackablepasswords.
On a file-by file basis, password cracking is gélil to gain access to digital evidence for

which a judge has allowed access but the partidildés access is restricted.
Packet sniffer

A packet sniffer is an application that capturesgackets, which can be used to capture

passwords and other data in transit over the n&twor
Spoofing attack

A spoofing attack involves one program, systemyebsite successfully masquerading as
another by falsifying data and thereby being treai® a trusted system by a user or another
program. The purpose of this is usually to foolgsamns, systems, or users into revealing

confidential information, such as user names amsgards, to the attacker.
Rootkit

A rootkit is designed to conceal the compromisa obmputer's security, and can represent
any of a set of programs, which work to subvertticdrof an operating system from its
legitimate operators. Usually, a rootkit will obsedts installation and attempt to prevent
its removal through a subversion of standard syssewurity. Rootkits may include
replacements for system binaries so that it becampsssible for the legitimate user to

detect the presence of the intruder on the systelmoiing at process tables.
Social engineering

Social Engineering is the art of getting personseeeal sensitive information about a
system. This is usually done by impersonating semaew by convincing people to believe

you have permissions to obtain such information.
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Trojan horse

A Trojan horse is a program, which seems to begloime thing, but is actually doing
another. A trojan horse can be used to set up la d@ar in a computer system such that
the intruder can gain access later. (The namesrébethe horse from the Trojan War, with

conceptually similar function of deceiving deferglero bringing an intruder inside.)
Virus

A virus is a self-replicating program that spreégsinserting copies of itself into other
executable code or documents. Therefore, a computes behaves in a way similar to a
biological virus, which spreads by inserting itséito living cells. While some are

harmless or mere hoaxes most computer virus aedemed malicious.
Worm

Like a virus, a worm is also a self-replicating gmam. A worm differs from a virus in that
it propagates through computer networks without ugervention. Unlike a virus, it does
not need to attach itself to an existing programaniipeople conflate the terms "virus" and

"worm", using them both to describe any self-prateg program.
Key loggers

A key logger is a tool designed to record (loggry keystroke on an affected machine for
later retrieval. Its purpose is usually to allowe thser of this tool to gain access to
confidential information typed on the affected maeh such as a user's password or other
private data. Some key loggers uses virus-, trojand rootkit-like methods to remain
active and hidden. However, some key loggers aesl us legitimate ways. They are
sometimes used to enhance computer security. Agample, a business might have a key
logger on a computer that was used as at a PoiSalff and data collected by the key

logger could be use for catching employee frigi3].

7.7 People

A person is surprisingly one of the main topics:e@twork security. Everything we secure,
we do against a case of human attack. The normsvalus we follow are not that
entrenched in the human psyche thus affecting dhalyision-making. The East is more

religious, societies, and cultures are of a higloeitext. Therefore, laws are easier to learn
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and understand. Culture affects everyday life, stit is not enough to cover these
thoughts. When companies compete and do not haas ith be strong competitors they
sometimes use unfair business practices to weakeaotally ruin. This depends on the
strength of the security rules, how they are apobdnd the degree of dependency on the

internet.
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8 COMMON TYPES OF NETW ORK ATTACKS

Without security measures and controls in placerdioft[12] suggest that the data might
be subject to an attack. Some attacks are passeaing information is monitored; others
are active, meaning the information is altered wntient to corrupt or destroy the data or

the network itself.

8.1 Eavesdropping

In general, the majority of network communicati@teur in an unsecured or "clear text"
format, which allows an attacker who has gainecesgdo data paths in the network to
"listen in" or interpret (read) the traffic. Whem attacker is eavesdropping on the
communications, it is referred to as sniffing oogping. The ability of an eavesdropper to
monitor the network is generally the biggest seégymioblem that administrators face in an
enterprise. Without strong encryption services #ratbased on cryptography, the data can

be read by others as it traverses the network.

8.2 Data Modification

After an attacker has read the data, the next abgitep is to alter it. An attacker can
modify the data in the packet without the knowledféhe sender or receiver. Even if it is
not required confidentiality for all communicatioritsis not wanted that the messages to be
modified in transit. For example, if you are exajiag purchase requisitions, you do not

want the items, amounts, or billing informationbe modified.

8.3 Identity Spoofing (IP Address Spoofing)

Most networks and operating systems use the |IPeaddf a computer to identify a valid

entity. In certain cases, it is possible for anatiRiress to be falsely assumed— identity
spoofing. An attacker might also use special pnogréo construct IP packets that appear
to originate from valid addresses inside the caf@mmtranet. After gaining access to the
network with a valid IP address, the attacker canlify, reroute, or delete the data. The

attacker can also conduct other types of attackdeacribed in the following sections.
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8.4 Password-Based Attacks

A common denominator of most operating system atdork security plans is password-
based access control. This means the access toghtsomputer and network resources are
determined by who you are, that is, the user namelze password. Older applications do
not always protect identity information as it isspad through the network for validation.
This might allow an eavesdropper to gain acceshametwork by posing as a valid user.
When an attacker finds a valid user account, tteclkeér has the same rights as the real
user. Therefore, if the user has administratortleights, the attacker also can create
accounts for subsequent access later. After gaiaswgss to the network with a valid

account, an attacker can do any of the following:

= Obtain lists of valid user and computer names atdork information.
= Modify server and network configurations, includiagress controls and routing tables.

» Modify, reroute, or delete the data.

8.5 Denial-of-Service Attack

Unlike a password-based attack, the denial-of-serattack prevents normal use of the
computer or network by valid users. After gainirggess to the network, the attacker can

do any of the following:

= Randomize the attention of the internal Informat8ystems staff so that they do not see
the intrusion immediately, which allows the attack® make more attacks during the
diversion.

» Send invalid data to applications or network sewjcwhich causes abnormal
termination or behavior of the applications or s=s.

* Flood a computer or the entire network with trafiiatil a shutdown occurs because of
the overload.

= Block traffic, which results in a loss of accessietwork resources by authorized users.

8.6 Man-in-the-Middle Attack

As the name indicates, a man-in-the-middle attazdurs when someone and the person
with whom we are communicating is actively monngyi capturing, and controlling the

communication transparently. For example, the k#iacan re-route a data exchange.
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When computers are communicating at low levelshef metwork layer, the computers
might not be able to determine with whom they atehanging data. Man-in-the-middle
attacks are like someone assuming the identityderao read the message. The person on
the other end might believe it is you because ttaelker might be actively replying as you
to keep the exchange going and gain more informafibis attack is capable of the same

damage as an application-layer attack, descrildeditathis section.

8.7 Compromised-Key Attack

A key is a secret code or number necessary topirgesecured information. Although
obtaining a key is a difficult and resource-inte@esprocess for an attacker, it is possible.
After an attacker obtains a key, that key is ref@rno as a compromised key. An attacker
uses the compromised key to gain access to a seconemunication without the sender or
receiver being aware of the attack. With the commpsed key, the attacker can decrypt or
modify data, and try to use the compromised kegoimpute additional keys, which might

allow the attacker access to other secured comationms.

8.8 Sniffer Attack

A sniffer is an application or device that can reatbnitor, and capture network data
exchanges and read network packets. If the paeketaot encrypted, a sniffer provides a
full view of the data inside the packet. Even escdgied (tunnelled) packets can be
broken open and read unless they are encryptetharattacker does not have access to the

key. Using a sniffer, an attacker can do any offéflewing:

= Analyze the network and gain information to eveltyuzause the network to crash or to
become corrupted.

= Read the communications.

8.9 Application-Layer Attack

An application-layer attack targets applicationvees by deliberately causing a fault in a
server's operating system or applications. Thiglt®én the attacker gaining the ability to
bypass normal access controls. The attacker tateantage of this situation, gaining

control of the application, system, or network, aad do any of the following:
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» Read, add, delete, or modify the data or operatystem.

= Introduce a virus program that uses the computedssaftware applications to copy
viruses throughout the network.

= Introduce a sniffer program to analyze the netwarkl gain information that can
eventually be used to crash or to corrupt the sysi@nd network.

= Abnormally terminate the data applications or opegasystems.

= Disable other security controls to enable fututackis[12]
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9 MICROSOFT SERVER 2008 INSTALLATION

The installation of the operating system is now enand more native. It is caused by
greater experience of users as well as programwtesscare about the ability to install the
system in a short time without any extensive irdéoa with the administrator. Almost all
processes are adjustable during the running mdueomly element that decreases the time
spent by installation is the hardware maintenamgsH. It is therefore important to have all

of the hardware connected to the pc before insi@tidegins.

After termination of the installation, we have ttlgance to set up the network properties.
Once the first start of the system is completedhewe to edit a couple of settings to have
the computer healthy from the start and keep itatgatl and secured. The server is up to
then not secured, but it is not a high risk as ewvork services are operational. Once one
network service is turned on such as the web se®@L, mail server, DNS, network
printing, folder sharing, we focus on each serkieeping it secured. To install Server 2008
we have more choices. . The typical way is to ihgtkom the boot DVD. However, there
are more sophisticated ways to do so. This mayrporate usage of the Remote
Installation Services and Windows Deployment SewidWDS). They support an
enhanced multicast feature when deploying operaystem images. WDS is also usable
while the network administrators have control oweny PCs. While using WDS it is
possible to manage various operating systems fumgticomputer management, local
security rules application, creation of auditsfwafe upgrades, systems reinstallation, new
programs and features installation. In this thekis focus is not on the deployment, as it is
not the mandatory topic. The focus concentratehestandard installation from a DVD as
we create the server, which is the first and lasttpof network management. There is no

other server that remotely controls our own server.
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10 SYSTEM CONFIGURATION

As said in last chapter, there is couple of funwidies, which are to set up; otherwise, we

leave whole system in risk.
Network installation

The network installation is made while the systenmstalling. The driver for the Network
interface card (NIC) is installed with all the otlgivers. The protocols such as TCP/IP v 4
and TCP/IP v 6, client of Microsoft network, prini@nd folder sharing are also installed
when the installation is finished. We need to asdés network, which is related to the
connected NIC to the internet, and configure itthiy settings provided from the internet
service provider (ISP), such as IP addredsfault gateway, subnet mask and addresses of

DNS servers.
Critical security updates installation

As the installation version is rarely the versioithvihe latest updates, patches and service
packs, it is strongly recommended to install adl titical security updates, even the less
critical ones as well. This is the difference frdunix-like system servers. With servers
from Microsoft, administrators have less work wiitfe installation and optimisation of all
the critical security updates to the particulavees. With MS Server, it is possible to use
the automatic updates, which even makes the systere unmanned. It is also very
inexpensive for enterprises as there is less peetdar tasks as in the case of Unix-like

systems.
Automatic updates configuration

This action is very simple, because everythingetsup. This step accesses the settings and
allows the automatic updates process. It is alsssipte to restart the server while
downloading and installing of the updates is damgp wait for the administrator once the

system restart as it may corrupt this importantess.

2 if not assigned automatically. For server conmegtive use standard ISP settings where DHCP is not
running. For DHCP details séd2.4.
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Timing settings

It is also important to set up the local serverirignas there are many processes related to
timing. All of the log files are saved with timefammation and by then we can easily
browse past actions at the server. By this, wetiak vulnerabilities or past attacks. We
can reference the attacks, which were done relategcurity vulnerability. We can even
track the time where attacks were not successingube security path. It is also important

to run (if not turned on by default) the timing sinonisation service.
Password policy settings

Creating the password for the administrator follothe same rules used to create
passwords for the normal user. The password igett@aeeting minimum strength rules,

which are to set up in local policy settings in

= Enforce password history (msDS-PasswordHistoryllengt

» Maximum password age (msDS-MaximumPasswordAge)

= Minimum password age (msDS-MinimumPasswordAge)

= Minimum password length (msDS-MinimumPasswordLehgth

= Passwords must meet complexity requirements (msi3SviRord-ComplexityEnabled)

» Store passwords using reversible encryption (msB&Word Reversible Encryption
Enabled)

= Account lockout duration (msDS-LockoutDuration)

= Account lockout threshold (msDS-LockoutThreshold)

= Reset account lockout counter after (msDS-Lockoa&dlationWindow)



UTB ve Zling, Fakulta aplikované informatiky, 2010 42

11 THE PHYSICAL NETWORK

For educational and testing purposes, the desigheohetwork is limited. Nevertheless,
using the functionality is enough to examine thecpsses. Some items are virtual, whereas
some are simulation. The simulation is based ohperesses and has exactly the same
functions. The features used as simulation are atssd in real networking cases as
example, trial version or experimental run. It f&en used rather for testing purposes as
setting an untried feature into the real systemhinafect the functionalities of the whole
network system in negative fashion. This may causatal break down of the settings or

create an error, which might be difficult to debug.

11.1 Equipment

The following list shows the physical equipmentdjdeom which it is visible that we have

used only one server. In the following sectionss dliscussed that in reality, situations are
important to have physically more machines in cabdailure. Many companies use

machines that are more physical even for the partiof each network service and they
may double or triple. For example, a company oftemail services use web server and
database server (others were purposely omitted)th&se are forecasted high traffic

volumes for the web server as well as the databaser, they should operate both servers
into its own physical machines. If the company plamgh traffic there is also the need to
create alternatives in obtaining the DNS responseusers made by more DNS servers
each one physically located in a different machiriee IP addresses of all alternative DNS

servers are stored in the DNS records of superN& Bervet.

= server (32bit AMD Athlon 2500+, 512MB RAM)
= 2 x NIC (100Mbit interface)

= switch

= Connection to the internet (100Mbit/s)

= Patch cables

* domain 4" Level

3 Details of DNS services will be discussed lateséntion12.3 Domain Name Service - DNS
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11.2Router

As mentioned in the last paragraph there is a ¢fpartualisation used, which is not used
in reality. Once one internet connection is essdgld there is the need to create a new local
area network, this problem is solved by adding wewothat is capable to set up routing
protocol and manage its routing table to set uprdinge of IP addresses. It is important to
note that the equipment list does not contain aterouThis is one of the many
functionalities of the server to serve virtuallgated router features with all the settings as
normal routers. Normally we should not use a rouvidgually in the server as it causes an
efficiency decrease. Routing does not representiherity portion of computer time. This
is why most of companies purchase routers as ansatithine as de facto contain all of the
ordinary pc features. There is a difference in thate is a non-intensive requirement to
compute all the requirements from the operatingesysof the universal server (for
example, MS Server 2008). There is an operatintesywith limited functionalities to
satisfy the conditions to manage the high-speetinguThe network performance rapidly
decreases using the server as router, but forunpopes, it is still sufficient, as we are not

testing any high bandwidth and low latency reqaifi@atures.

11.3Server

The main arithmetic logic unit in our networkingtiee server as a physical machine. We
have used standard computer with the Microsoft &e2008 installation. For having full
capabilities, it is important to have some roufoagsibilities as a virtual service. For doing
this, we decided to add another NIC card into maehThe server’'s power management is
made by over-voltage protection and the back-up goosupply for this simultaneous

operation for at least one hour. This is done liieba

11.4 Switch

As we have already seen, the switch supports thaiun of being in the middle of a single
wired network with particular connections at hastservers side. It does not create a new
network as it interconnects all of the interfaced permits them to work together in one
network. It allows the network to work without tkellisions by switching the particular

Ethernet frames by using MAC addresses table.
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Figure 1 - Schema of standard switch interconnectio

11.5Connection to the internet

There is a connection for the internet made by ititerface of the university router.

Connection settings follow:

* The IP address 195.178.89.12

* The subnet mask is 255.255.255.0

» Default gateway 195.178.89.1

= Primary DNS server 195.178.88.66

= Alternative DNS server 195.113.144.233

Cat. 5 UTP patch cable makes the connection anétdke Ethernet interface connection.
The connection has a bandwidth of 100Mb/s.

11.6Patch cable

The cabling is an integral part of the networkifere are many rules to establish such as,
the physical part of the network that include: tyy@e of cabling, type of interconnections,
types of end of cables, maximum length of cablimgjlding infrastructure with switches,
routers, building the wireless, power over Ethera¢hernet over power cables, location of
switch room, physical security of switch room, ae have focused on a very small part,

as the other parts listed above are not obligatatty the current discussion.
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A patch cord, patch cable (also called a pigtailam electrical or optical cable, which is
primarily used for interconnection of two devicesnh network. These are called especially
because there are not only cables in network, teget PC users know the most. RJ-45
connector usually ends these cables. They have rddferent colours to be easily
distinguishable, and are no longer than 5m. Thehpa&bles from type of wiring are two
types. Each type is used for another connectiom. {@oe is straight through. This cable is
used for interconnecting between network internmgddevices to hosts, such as PC to
Switch, PC to router, Switch to Router, Serverwatch. The second type is the crossover
cable. The crossover type is used in the connebigtween two types of network devices,
like the intermediary to the intermediary or thesthtw the host. The solution to solve the
electrical wiring is to use each of the ANSI stamda The two standards are
ANSI/TIA/EIA-568A and ANSI/TIA/EIA-568B. However, & can also find commercial
brands with T568A and T568B, which essentiallyhis same.

T562A T562B
1 8 1 8 1 8

Figure 2 - Wiring of each standard

To create straight-through cable means to connach end with a different standard
(T568A - T568B). To create cross over cable — cohbeth ends with the same standard
(T568A - T568A).

FIATIA TE68B Straight Through Diagram EIATIA T36ER Crossover Diagram

1 r=a a1 1 Ea =l
2 mm mmz Z2mm 2
iEa =l lra =al
4 . 4 4 mm d 4
5 rd A5 5rd N 5
6 [ & 6mm Bm 6
T rd AT TrEd 7
g mm mmi 5mm L~ R

Figure 3 - Wiring of each standard
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We have used the straight connection to the sewlgch is not the patch cable. This is
100BaseT type of Ethernet connection. This is thge@ory 5 UTP cable with 100Mb/s
and 100m maximum of length. The other connectiobeisveen the LAN intermediating
interface and switch. For this connection is imanttto follow the parameters which we
have from the other interface as 100Mb/s. Therefaee have used the same patch cable

and straight-through wiring as seen in Figure 2 Bigdre 3.

11.7 Network schema

For demonstrational purposes, we have used a siomgidranch office. In this branch we
can have up to 255 PCs, keep to the IP designeohétwork. The number of PCs is not
relevant from the Figure 2. Number of interfaceshaf switch limits it. We can even use
more switches in the way. However, there is impurta take care about the network
understanding, as some switches might not suppdundant routes or cascade of switches
to increase the number of interfaces used for adioreof PCs. As you can see, the server
has the two network interfaces. The one is intaemeating server with internet and the
other with LAN. This kind of schema is one of thecuarity solutions to keep our LAN

under firewall and NAT.

4 NAT and Firewall is discussed lateri@.2 Network Address Translation - NAfAd12.5 Firewall - WFAS
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Figure 4 — Physical schema of the

network

11.8IP design of the network

The solution to the IPv6 problem is the limited @eipy of the maximum number of used
IP addresses. The step forward in saving the iatenfrastructure is to find the privately
based LAN addressing. The IANA organisation fintle taddress ranges of 10.0.0.0 -
10.255.255.255, 172.16.0.0 - 172.31.255.255, 18016 - 192.168.255.255. These
addresses are not in public use. The latter arealplet to travel through internet. This is
why the number of computers connected to the ieterould be dramatically increased. To
be more precise — the number of computers connéatee internet by public IP address
remains the same, but it allows proxy creation AiTNouter technologies. They translate
the IP addresses from private ones into publicguport to IP address translation. This has
increased the number of possible connections tinteenet in total as each IP address can

have more ports (65535). Therefore, at one puBliaddress, it is now more popular to run
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more connections from other computers in one LANwbpek. "We have assigned

following design of IP addresses:

» the IP adress range for hosts is 10.0.0.2 — 1@%50.

= the IP adress for gateway is 10.0.0.1

= the IP adress for network is 10.0.0.0

= the IP adress for broadcast is 10.0.0.255

* the subnet mask is 255.255.255.0

= the IP adress of the WAN interface is 195.178.89.12
» the subnet mask for WAN network is 255.255.255.0

Following figure demonstrates the IP design asdistbove.

—

10.0.0.2 _|1ooo _|1ooo¢

PC- p‘r PClPT ﬁt: BT
PCt pr / PC3
. f

S tu:I'n
10.0.0.0/2.
10.0.0.:

-
" o er 195.178.89.1

"y

Internet

Figure 5 — IP model of the network

® The soltuion is the IPv6, which allocate more tbae billion IP addresses for one square
centimetre of the Earth surface. The number of dépations we can have from IPv6
addressing is £6= 3.4x13®.
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12 USED SERVICES

Network services is one of the main topic of thiedis. The services installed and
configured solves all of the functions we have twéh in case of scalable, functional,
automatic network with security rules disallowingaanted connection in the internet. We
had to install the minimum of routing, NAT, domaDHCP, firewall, SSL, IIS, https, php
and sql. In following paragraphs there is shortcdption of each service listed above.
Please note that installing and allocating theisesvis rarely process of folding services It
does not matter what sequence we use. Althoughk thay be recommended procedures to

complete final configuration.

12.1Routing

Routing is the act of moving information acrossiraernet from a source to a destination.
Along the way, at least one intermediate node 8lfyids encountered. Routing is often
contrasted with bridging, which might seem to acplsh precisely the same thing to the
casual observer. The primary difference betweerivtioals that bridging occurs at Layer 2
(the link layer) of the OSI reference model, whereauting occurs at Layer 3 (the network
layer). This distinction provides routing and biitg with different information to use in
the process of moving information from source tcstish@ation, so the two functions
accomplish their tasks in different ways. The tagficouting has been covered in computer
science literature for more than two decades, duiting achieved commercial popularity
as late as the mid-1980s. The primary reason fettithe lag is that networks in the 1970s
were simple, homogeneous environments. To enaltengpat MS Server 2008 go to the
server manager, select the roles of server. Pabsade. Follow the wizard as follows —
select next in table before you add role, in talecteserver roles, tick the box next to
Network Policy and Access Services role, then pnesd, on the next wizard page, select
Routing and Remote Access Services (RRAS) to instal role services, Remote Access
Service and Routing. By clicking next and finishen after restarting the server, we have
the routing service running. The way in which vee wouting in our laboratory is to define
and logically create the local area network antribigte traffic in between the internet and
LAN. The routing in MS Windows 2008 works under Wetk Policy and Access Services
— Routing and Remote Access (RRAS) Label as showfollowing figure. The main

settings is listed in each type of IP(4/6) menuerEhwe can find general settings for each
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interface such as multicast heartbeat and multlsashdaries. Static routes are the type of
routing characterised by the absence of commupitabetween routers regarding the
current topology of the network. This is achievgdnianually adding routes to the routing
table. The opposite of static routing is dynamiatimmy named as$seneral NAT is the
function listed in paragraph below. IGMP - The &t Group Management Protocol is a
communications protocol used to manage the memipecshnternet Protocol multicast
groups. IP hosts and adjacent multicast routemsstablish multicast group memberships
use IGMP.

E_= Server Manager

File  Action \View Help
e 20 e WESN 7 [z
L Server Manager (SEMINSKYDIPLOMK)
= 5 Roles .
'f_?, DMS Server Mame
= g."\ Metwork Policy and Access Services gGem‘aral
MPS {Local) gﬁtatlc Routes
= Routing and Remote Access gIGMP
) Nebwork Interfaces 2 nat
a Remote Access Logging & Policies
=
B IPvE

Figure 6 — settings of routing in server manager

Configuration

Once the installation finishes, we open the Routimgl Remote Access console from
Administrative Tools, right-click on the local servand select Configure and Enable
Routing and remote Access. This launches the Rpathd Remote Access Server Setup
Wizard; select Network Address Translation (NAT) tre Configuration page of this
wizard. Next, on the NAT Internet Connection page,select the network interface that is
on the Workplace LAN, which is the "public interélcof the NAT router. The next page
asks us whether the NAT router should also prod¢CP and DNS services to the
computers on the Test network, which is conneatetthé "private interface" of the NAT
router. Since our client computers all have st&tiaddresses assigned, we will choose not
to do this. Once the wizard finishes, the RRAS isergtarts up. Then it is configured for
both IPv4 routing and NAT as well. To see this,aa@ begin by right clicking on the local

server in the RRAS console and selecting Properliae General tab shows that IPv4
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routing has been enabled, which means IPv4 packetbe forwarded from one NIC to the
other. Selecting the NAT node in the RRAS consblews that three network interfaces
were created when NAT was configured on the sewsing the Routing and Remote
Access Server Setup Wizard. Figure 10 shows thpepties of Local Area Connection,
which in this scenario is the network connectiorihie Test (10.0.0.0) network. Note that
NAT considers this network the "private" networkat is, the network "behind” the NAT
router. Properties of Local Area Connection 2,iarthis scenario the network connection
to the Workplace (195.178.89.12) network. Note tN&T considers this network the

"public" network, that is, the network "in front"qon the Internet side of) the NAT router.
Common threat - default password

Very common vulnerability is at home network usetso could be vulnerable to attacks
from hackers who can alter the configuration ofraaddband router or wireless access
point. There are many various cheapest equipmeicts as routers. These are commonly
used by users having not very much knowledge abetworking and by this knowledge
about possible threats. Each low-cost router allstkagight after turning on the network
running without any configuration. If so, therenis need for long configuration to let the
routing service run. People sometimes do not titikimportant (or do not know how to
do so) to change password in their router. Theeefibrere is a default password saved for
connecting the router settings through web intexfdtis vulnerability is for professionals
underestimated, as there are many routers arowndvainld with default password. It is

even not complicated to setup searching-bot faseheuters.
Prevention

Prevention is apparent — to let people know ableatitnportance in manual and let them

always set the password.

12.2 Network Address Translation - NAT

In computer networking, network address translafidAT) is the process of modifying

network address information in datagram (IP) padkeders while in transit across a
routing device for the purpose of remapping amiaddress into another. By this process,
NAT allows to share a connection to the public dinét through a single interface with a

single public IP address. The computers on theafwinetwork use private, non-routable
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addresses. NAT maps the private addresses to thie madress. Translation is a useful
feature that adds diversity and security to a ngtima small to medium sized enterpfise
With the advent, and implementation, of IPv6 siilits beginning stages, we can expect to

see NAT used for many years to come or forever thighsecurity purposes.

The settings are easy to set, but it needs of edines knowledge of our networking and
access policies. For this cases there is possitdettup some features such as dynamic IP
address pool and static IP address pool. For tbéspae can assign as many ranges of IP
addresses as we wish. We have assigned the NAddifess pool for our private network.
All the host IP addresses from range 10.0.0.2 t®.Q@®55 are able to communicate

through our proxy server at port.

» |P address range 10.0.0.2 to 10.0.0.255

» ports: 80(HTTP), 443(HTTPS), 1723(VPN)

Ommiting any IP addresses from the IP address peok security effect as these
addressess are not able to have sent, neitheveepacket any further off the local
network.

Installation

As we installed from configuration wizard of rougimstallation, we have also installed the
NAT server. We have set up server as NAT routee gifimary installation of NAT means
the installation of the router first wherein the NAervice is configured. In case of a
manual installation, we deploy a similar processhat for the NAT routing installation.
On Server Manager we press add roles, and thenawe to have ticked on the Network
Policy and Access Services as well as the RoutimgRemote Access. Then we tick on

NAT service. Then we press install and restarntlaghine after finishing the installation.
Configuration

The NAT configuration takes place from Server Mamag Roles — Network Policy and
Access Services — Routing and Remote Access —HVAT and is made by the interface

selection and the settings assignment related lected interface. After selecting the

® For precise NAT example see internet page on Mifto Technet: http://technet.microsoft.com/en-
us/library/cc754802%28WS.10%29.aspx
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particular interface that we wish to configure, ghieperties window is launched giving the
option to change settings such as packet filteang port blocking, as well as the
enabling/disabling certain features, such as ttesvéll. We are able to select the interface
type — to specify what the network connection Wwélthe connection with LAN created by
router and which one will be connected to the mterWe establish NAT for the interface

connected to the internet.

12.3Domain Name Service - DNS

Most of the internet connections are made primangyng the Domain Name Service
(DNS). These services are responsible for the mngqrofnthe computers in the network
through public-usable names that are easily unagisbr remembered. All the computers
on the internet have their own IP address. Thikesonly vector for usage. We are used to
domain names that are each time resolved as IRssldrhis is performed by DNS service
operating on the servers. There is a hierarchy & Bervers as shown below. The main
organisation who runs the background of the intesmeh as root DNS servers is IANA
The Following figure depicts the hierarchy by domséma.fai.utb.cz and what servers are
contacted in the fourth level and higher domairechEbox represents at least one domain

controller or DNS server.

" The Internet Assigned Numbers Authority (IANA)rissponsible for the global coordination of the DNS
Root, IP addressing, and other Internet protocsuieces. For details see http://www.iana.org/
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Figure 7 — sample diagram of DNS hierarchy
Installation

The installation starts the same as other netwamkices or in the server role.

From the Start menu, select - Control Panel - Adstriative Tools - Server Manager.

Expand and click Roles.

Choose Add Roles and follow the wizard by selectirgDNS role.

Click Install to install DNS in Windows Server 2008

After installing DNS, we can find the DNS consoleor Start - All Programs -

Administrative Tools - DNS. Windows 2008 providewiaard to help configure DNS.

Configuration
When configuring our DNS server, we must be famiwvéh the following concepts:

= Forward lookup zone
» Reverse lookup zone
A forward lookup zone is simply a way to resolve host names to IP adeéesThe

forwarding lookup zone is the DNS records pool vehiie DNS server is authoritative for
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the particular DNS namespace. A typical exampl®NS records in the forwarding zone

is illustrated by the following

domai n. cz A 81.2.194. 136
| ocal .domain.cz A 127.0.0.1
domai n. cz MX 10 nx. domai n. com

pop3. donai n. cz CNAMVE pop3. donmai n. com
Code 2 — list of typical DNS records

A reverse lookup zone allows a DNS server to disctire DNS name of the host. It is the

exact opposite of a forward lookup zone.

A reverse lookup zoneis not required, but it is easy to configure antl allow for our
Server to have full DNS functionality. A Standardnfary zone stores the database of
DNS records in a text file. This kind of text file or can be shared with the others DNS
services which information is stored also in teté.fThese DNS servers are called
secondary DNS servers. These are synchronisedtbacget-up period finishes and if the
number of changes in DNS record is different in gremary DNS server. Finally, a
Standard Secondary zone creates a copy of thangxigxt file from the primary DNS
server. We use secondary servers as the backuprsewhich are alternatively in use in
case of a malfunction of the primary or if DNS sertraffic is, high and we are using the

load balancing process between them.
To open the DNS server configuration tool:

» select DNS from Roles in Server Manager.

= right click and choose Action - Configure a DNS\&er

= Click Next and choose forward lookup zone

= Select server is maintaining the zone instead Bf IS

» Click Next and type the name of the zone you aeatarg (the zone is the domain we
have rights to add higher domain).

» do not allow dynamic updates when you set up prrbadS

= Choose that you want an IPv4 DNS.

= Click Finish.

8 For list of all possible DNS records see referdié& List of DNS record types.
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To Manage DNS records, we have now installed amfigiared the DNS server, and are
ready to add records to the zone(s) created. Taezevarious types of DNS records

available with the commonly used DNS recGraising:

= Start of Authority (SOA)

= Name Servers

= Host (A)

» Pointer (PTR)

= Canonical Name (CNAME) or Alias
» Mail Exchange (MX)

IIpdate Server Data File

Reload

Mews Host (& ar 885847, .

Mew Alias (CHAMED. ..

Mews Mail Exchanger (M%), .,

Mew Damain. . .

Mew Delegation. ..

Dther Mew Records., ..
Figure 8 — list of possible
DNS records as a right
click to particular forward

lookup zone

The Start of Authority (SOA) record is the alwayee tfirst DNS record. The Start of
Authority (SOA) tab allows us to make any adjustteefinecessary, such as changing the
configuration without deleting the DNS zones and thheel recreation, changing the
administration rights for DNS and changing the @uiynserver holding the SOA record.
The Name Servers specifies all of the name sefeers particular domain. We set up all

primary and secondary name servers through thisdec
To create a Name Server, we can follow these steps:

» select DNS from Roles in Server Manager.

= Expand the Forward Lookup Zone.

® The example of exact DNS records may be found @boCode 2 — list of typical DNS records
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= Right-click on the appropriate domain and choospéxties.

= Select the Name Servers tab and click Add.

» Enter the appropriate FQDN Server name and IP addrethe DNS server we want to
add.

We assign several DNS records such as, MX and A&. following list shows the exact

records attached to our server.

T Server Manager (SEMINSKYDIPLOMK) sema.faiuth.cz 6 record(s)
. :||E| ﬁole[s)NS Server Nal.“e i L
é‘ 2 DS §—|§(same as parent folder) Start of Authority (SOA) [E], and.Fai.utb.cz., hostmaster,
= EI SEMINSEYDIPLOME '—| {same as parent folder) Mame Server (N3) and. Fai.uth,cz,
4] Global Lags = tsame as parent folder) Host () 195,178,89,12
O | Forward Lookup Zones Elbtsm Host (i) 195,178.89.12
| sema.fai.uth.cz S intranet Host (i) 10.0.0.1
3| Reverse Lookup Zones '—| ALY Host (&) 195,178.69.12
| Conditional Forwarders

Figure 9 — The DNS records in our server

Common attack — DNS Cache poisoning

DNS Cache poisoning is one of the critical vulnéitds to the entire internet. The DNS
service generally uses open architecture, so thgressibility of attack in many ways. This
attack may be caused by an improper design of th& Berver configuration, not having
been updated the DNS software at the ISP levelmidlly the DNS resolves the IP address
from the domain name by asking the DNS servergleasribed previously , from the root
DNS servers to the local ones. In case of decredd8&§ traffic through the internet a
process that allows for records catching for @opeof time after a DNS answer is in use.
This caching process may be corrupted and the 18¥ provide malicious information
about IP addresses related to domain names. Thé ofsthis issue is a malicious but
identical web site as in the case of Internet ankvherein the site scans the password
while the user logs in to what is assumed to brustedd web site. This vulnerability is
known under number VU#800113 at the US-CERT orgaiois. For details, please
consult Vulnerability Note VU#80011[22].

Prevention of DNS poisoning

As a preventative measure, network administratarstravoid DNS poisoning by updating
the latest patches to the DNS software and evesdher operational software itself. The
second part of prevention is that people accedsglyy trusted websites such as internet

banking should know about the HTTPS certificatiowl #e able to check that there is not
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downloaded malicious websltfein case of new process to compromise the DNSecath
ISPs. The most user- friendly technology is DNSSE@lIllows a secured communication
between the DNS hierarchy servers. If the systenuldhrun on all DNS servers, there is
less possibility to obtain faulty or inappropriatgormation. The DNSSEC uses the
standard mathematic algorithms like RSA and cedié with certification authority.

Details of DNSSEC are not discussed in this thdsig, details regarding SSL and

certification methods are available in sectiéh?.

12.4Dynamic Host Configuration Protocol - DHCP

Dynamic Host Configuration Protocol (DHCP) is useaen we want to send to hosts who
listens the DHCP port, common dynamic or stati@datated to the network. The service
is core infrastructural service for networking amevide very easy host configuration
without any knowledge of network parameters or w@get up the network parameters
related to getting access into network. DHCP is oheetwork security engines that run
with many various data to send such as Basic amtiéhhost options, IP interface options,
Link layer options, TCP options, Application laysstions, NetBIOS over TCP/IP options,
Vendor-specific options, User class options, DHG®emsions, Administrator-defined
options, and Microsoft optiong.or example, we can use it when we want to assigiR
addresses to hosts in network automatically. DHCRainly used when there is no static

assignation of IP addresses in the network.
Installation
The installation is in following few steps:

= sellect roles in server manager
= press add role

= sellect DHCP

= configure the scope

= press install

= restart server

10 As discussed below in detail, sectibh7.
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Select one or more roles to inskall on this server,

Roles: Description:

Dvnamic Hosk Configur akion Protocol
(DHCPY Server enables wou ko

centrally configure, manage, and

|: Active Directory Certificate Services
|: Active Directory Domain Services

[] Active Direckory Federation Services provide kemporary IP addresses and
[] active Directory Lightweight Directory Services related information For client
[] active Directory Rights Management Services COmpULers.

[] application Server
E DHCP Server
DS Server (Installed)
|: Fax Server
[] File Services
Metwork Policy and Access Services (Installed)
|: Prink Services
[] Terminal Services
|: UoDI Services
Web Server (119} (Installed)
[] windows Deplovment Services
[] windows Server Update Services

Figure 10 — selecting the role of DHCP server mstalling

Configuration

The configuration is a part of installation. Once finish the installation, we have to set-up
the server with the entire configuration. The cgufation is made initially by setup wizard
that is easy to use. At this point, we will begeirty prompted for IP network information,
scope information, and DNS information. If we omgnt to install DHCP server with no
configured scopes or settings, we can click Nexgkip the questions and proceed with the
installation. On the other hand, we can optionatipfigure our DHCP Server during this
part of the installation. In our case, we chosé¢ate this opportunity to configure some

basic IP settings and configure our DHCP Scope.

Parent Damain:

Isema.Fai.utb.cz

Specify the IP addresses of the DNS servers that clients will use For name resolution, These DNS servers will be
used For all scopes wou creake on khis DHCP server,

Preferred DMS Server IPvd Address:

|195.1?a.39.12 Yalidate |

@ vald

Figure 11 — adding domain and DNS server

Next, we have to enter the Parent Domain (sematlfaiz), Primary DNS Server
(195.178.89.12), and Alternate DNS Server (nong gatl click Next. Then we were
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prompted to create some scope that refers to sefidpeaddresses as listed below. There is
scope of IP addresses defined by starting and BriBimddress. Note that this scope of IP
addresses must match the IP addressing rules etsuask. For example, it is not

possible to assign scope of IP addresses from110.@ 10.0.2.0 with the subnet mask
255.255.255.0. The scope can be assigned only amldifesses from the host part of IP

address.

Add Scope E3

A scope is a range of possible IP addresses for a network, The DHCP server cannot
distribute IP addresses to clients until a scope is created,

Scope Mame: IUsers

Starting IP Address: IID.D.D.2

Ending IF Address: IID.D.IZI. 100

subnet Mask: fz55.255.255.0

Default Gateway (optional): IlU.D.D. 1]

Subnet Type: IWired (lease duration will be & daws) j

¥ activate this SCOPE

o4 I Cancel |

Figure 12 — DHCP scope configuration

After confirming the installation details and cliog install, we have done the installation.
There is also need for restart the computer. Fahdu configuration or checking the

performance, we go to the server manager and DIiH€P in server roles.

12.5Firewall - WFAS

A firewall is a part of a computer system or netkvtirat is designed to block unauthorized
access while permitting authorized communicatidnis. a device or set of devices that is
configured to permit or deny computer based apjticaupon a set of rules and other
criteria. Firewalls can be implemented in eitherdiaare or software, or a combination of
both. Firewalls are frequently used to prevent timaized Internet users from accessing
private networks connected to the Internet, espigdigtranets. All messages entering or
leaving the intranet pass through the firewall, shkhexamines each message and blocks

those that do not meet the specified securityraaifé7]
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Windows Firewall with Advanced Security (WFAS) mplemented with new architecture.
It allows windows users to be eligible to authorideeir own traffic through an
authentification process made in firewall. This kiof firewall is named host-based
firewalls. The host-based firewall is built in toiNdows, is already installed, now has
more features, and is how easier to configure mpare to previous releases. In addition,
it is really one of the best ways to secure a atuaifrastructure server. The new features
are new GUI interface, Bi-directional (inbound amabound traffic filtering), works with
IPsec, Advanced Rules configuration (it is posstiolecreate rules for Windows Active
Directory (AD) service accounts & groups, sourcefohation IP addresses, protocol
numbers, source and destination TCP/UDP ports, IAM¥ traffic, and interfaces on the

Windows Server).

NAT and the basic firewall option have also beeabded. The inbound and outbound
buttons will open a window that will allow restiieg the traffic based on IP address or
protocol packet attributes. As per instructionstaie TCP packets are dropped before they
reach the client computer. Thus, making the netwsaker and giving to us more
functionality. This is useful if, for example, weanted to reject all packets coming from a

blacklisted IP address or restrict internal usecess to port 21 (ftp).
Configuration

The configuration of WFAS we find traditionally server manager under configuration -
Windows Firewall with Advanced Security. There isspible to find inbound rules,
outbound rules, connection security rules, momgprand WMI control. For preparing the

configuration, we should follow at least stepselisbelow.

» |dentify the protocol we want to filter

= |dentify the IP address (source and destinatioor), pumber (source and destination)
» |dentify the program we want to let it connect ihiernet

= |dentify whether we need to use IPSec protocouthenticate users in firewall

» |dentify what users profile should be applied for

To add a rule to the firewall we identify the fmAling:

= Protocol HTTP

= All range of IP addressess, source port numbededitination port number 80
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» Program Apache
= no IPSec/user authentification needed

= all profiles

In the case of HTTP traffic configuration allowdddugh Apache that is a very popular
HTTP server, we follow steps described above. la dase of using IS (Internet
Information Services) which is a Microsoft produitt,is easy to install the product as a
service. This product automatically adds the rolghe firewall and other settings. It is
possible to change some security settings fronséftengs panel in 11IS. However, for some
reasons it is complicated to manage if unusualestguare planned. To create the rule for

Apache server to send and receive HTTP requestslives these rules:

= Click in server manager configuration — Windowsekuiall with Advanced Security —
inbound rules

= On the right row click New Rule...

File  Action Wiew Help
= | xsl=H
S Server Manager (SEMINSKYDIPLOM [0t 1 L1 1) Actions
El 5 Roles
Bl DHCP Server hiame Group_~ Profile | Enabled | action | Override | Program | Local Address | R+ || Inbound Rules
T s sorver @ Mysal Server Public ‘s alow Mo Any Any || i e ...
3 Network Policy and Access SVBITS Peercaching (Content-Iny BITS Peercaching Ay Mo Allow o System Any a
5l Features 4/ EITS Peercaching (RPC) BITS Peercaching any Ho Alow Mo Syste...  Any 2 || Fier by Profile
’j Diagrostics {9 BITS Peercaching (RPC-EFMAF) BITS Peercaching Ay Mo Allowe Mo “eSyste...  Any A 7 Filter by State
E1 5} Configuration €4/ BITS Peercaching (W3D-In) BITS Peercaching Ay Ho Alow Mo “Syste...  Any L |
() Task Scheduler ' COM+ Netwark Access (DCOM-IN) COM+ Netwark Access Any Ha Allow ho Yosyste..  Amy 8 er by roup
=] G Windowes Firewall with Adwe ‘{"CDFE Mebworking - Destination Unreachable (... Core Metworking Arey Yes Allow Mo System Any A Vigw
2 Inbound Rules ‘@'Core Metwarking - Destination Unreachabls ... Core Metwarking Aty Yes Allowe Mo System Any a A Refresh
&R Outbound Rules (8 Core Networking - Dynamic Host Configurati...  Core Networking Any Yes Allow Mo “oSyste... ANy 8 (& Refres
Ba Connection Security Ru (8 Core Networking - Internet Group Managem...  Core Networking Any Yes Al Mo System Any 2 |5 ExportList..,
B, Moritoring 0 Care Merwnrkins - TP (TPYR-TR Core Merwnrkinn Ar Yes Allran h Susham an a —

Figure 13 —network rules configuration in windowswall - server manager.

= Choose Program in table of types of rules

What type of rule would you ke to create?

{* Program
Rule that controls connections for a program.

= Port

Rule that controls connections for a TCP or UDP part.
" Predefined:

IBITS Peerzaching

Fule that controls connections for a Windows experience.

" Custom
Custom rule.

Figure 14 — types of rules

= After clicking next we assign the path to the pesgrwhich should be allowed to

connect the internet
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= Check the box to allow the connection either i§ isecure or nét

= Check all boxes to apply the rule for Domain, Prevand Public as well.

» Then we should add the name and description whitb&used in showing the rule in
table of rules. So we can add APACHE/HTTP and rexdtion is needed as this rule
is very typical.

= After clicking finish we have added a simple ridé/VFAS.

= After doubleclick the rule we can easily changdfa! settings.

Users and Computers | Protacols and Ports I Scope I Advanced |
General Programs and Services

— General

Description:

K5

IV Enabled

r—Action
4 & Alow the connections

L€ Allow only secure connections
I Fequire encyption

I~ Oueride black rules
" Block the connections

Leam more about these settings

Ok I Cancel | Apply |

Figure 15 — settings for the rule after

double-click

12.6Web server - 1IS

The web server is only a presentation utility usethe interaction between internet user
and our company. All companies should today haveesgort of internet commercial
presentation . To have secured this presentationgertant as many hackers can perform
an unwarranted action. They can change the infoomély its meaning or by deletion. In
addition, they can monitor the password informatioredit card number from online
paying gate or any other sensitive recorded daltaofAhis is very unwanted but leaving

the system secured decrease performance. We atleayswith ratio of performance and

2 As HTTP protocol should be very open and no retitri should be added to it. Protocol 80 is listdea
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security. A Web server in technical means is a kifidapplication (application layer

protocol?) that delivers (serves) content, such as Web pagasy the Hypertext Transfer
Protocol (HTTP), over the World Wide Web. The HT$érvice is a host-server based

service and runs in the steps listed below.

Web server is running

Web server has attached the file to deliver ire @dgequest

Client application from any host in the interned@d@TTP request to server

Server listens at the port 80 to read the request

Server get the request ( source address and patieruncluded )

Server touch the information about which file tadéack®

Server sends the file to the client applicatiomgghe destination IP address and port

number based from source IP address and port nunolbethe request packet.

Note: TCP session and DNS requests were omittedeagxplain only the web server

function.

For example, here we can see the typical HTTP stqurel response.

for server only for http requests and no otherisess This setting disallows the IPSec authentcati
12 For details see secti@n2 1ISO OSI Model
13 Usually it is the HTML, PHP, ASP file located iram www root folder. (Usually named INDEX.PHP)



UTB ve Zling, Fakulta aplikované informatiky, 2010 65

HTTP REQUEST:

CET http://ww. sema. fai.utb.cz HITP/ 1.1
User-Agent: Mozilla/5.0 Gecko/ 20040803 Firefox/0.9.3
Accept - Charset: UTF-8, *

HTTP RESPONSE:

HTTP/ 1.0 200 K

Date: Fri, 15 Qct 2004 08:20:25 GVII

Server: Apache/1.3.29 (Unix) PHP/4.3.8

X- Power ed- By: PHP/ 4. 3.8

Vary: Accept - Encodi ng, Cooki e

Cache-Control : private, s-nmaxage=0, nmax-age=0, nust-revalidate
Cont ent - Language: cs

Content - Type: text/htm; charset=utf-8

<ht ml ><body>

Code 3 — HTTP request and response example

We have various possible applications, which canubeat the server machine to run web
server. The typical ones are Apache, Microsoftalffdl others that are minor as we can see
from Table 4.

Table 4 — list of web servers in order of usage.
Source: Netcraftl8].

Developer Usage - January 2010  Pergent
Apache 111,307,941 53.84%
Microsoft 49,792,844 24.08%
Nginx 15,568,224 7.53%
Google 14,550,011 7.04%
Lighttpd 955,146 0.46%

As we have seen, there are more possibilities stalinweb server. The reasonable
possibility is to install on Microsoft Server theidvbsoft IIS. The reason is we have
settings compounded in a common interface calledebeManager. The application is
implemented in all ways due to the complex defamitiof the security rules such as the

domain controller settings, firewall, active dir@tes, and others.
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Installation

The installation is the easiest part of having webver. To install the IS web server we

may follow these steps:

= Launch server manager
Click add-rule

In table of choosing the rule we choose IIS

Then in table of features is good to tick all conmmdTTP features, in Application

Development CGI in case of further using PHP, HTIdgging, Logging tools and

Request monitor in Health and Diagnostics, Alldgin security if not preferable, the
request filtering and IP and Domain Restrictione aecommended. For last IIS
Management Console is also usable for us as theot®is going to be implemented in
Server Manager.

= Note: definition of each feature is shortly lisiedright top corner. Link to detailed help

is also included.

Web Server
Cornmon HTTP Features
Stakic Conkent

Default Document
Direckary Browsing
HTTF Errars

HTTP Redirection

application Developrment
Cial

Health and Diagnostics
HTTP Logging

Logging Tools
Request Monitor

Securiby
Request Filkering

IP and Domain Restrictions

Performance
Skatic Conkent Compression

Management Tools
15 Management Consale

Figure 16 — List of installed
features to be accepted

before installation.

= After clicking next and checking again the listfeatures we press install.

= Restart the machine.
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Configuration

The configuration is also made in server manageeuroles — web server (1IS). On the

right part of view is possible to show all the feat that are to configure.

= Clicking Default Web Site is possible to show aikpible configurations.

» Managing default document is possible to renameltit@ment as index.html located in
site root folder.

= Right click the Default Web Site and Explore shdw site root folder where the files
are located.

= Editting the bindings is important for https conti@as as shown later.

» |Pv4 address and Domain Restrictions is the pasitoéss settings for scopes of users.

= [IS also corresponds with DNS service as each weelesin be set with the same IP

address but other domain name. It also need teth@psin DNS server as a record.

12.7 Secure Socket Layer - SSL

As examined before Transport Layer Security (TL&J &s predecessor, Secure Sockets
Layer (SSL), are cryptographic protocols that pdevsecurity for communication over
networks. TLS and SSL encrypt the segments of mitwonnections at the Transport
Layer end-to-end. In our case, we use now SSL pobtto create secured HTTP
connection using HTTPS protocol. This protocol ecwged by encryption using SSL
certificate. These certificates contain public apdvate keys and hash code for
identification. In our lab situation, we use saljrged certificate that only allows the SSL
protocol works. Private and public key will be dexh but in really secured applications, it
Is important to ask the certification authority.sfgning trusted certificate that is to check
at the certification authority for web sertfewhich is automatically connected through the
client web browser. Browser will ban our certifieads this is self-signed certificate and
there is no authority for managing the certificalée certificate is by then very easily
corrupted as there might not be any rules to kepptivate key secured or it could be

corrupted wittingly. Here is possibility to assigie certificate from free certification

14 Certification authorities are VeriSign, DigiCeBwissSign, GlobalSign or GeoTrust. For compariagdf
authorities se webpage of SSLshoper.¢b@j
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authority, but the level of security is the sambke browser ban this certificate as there is
no trust of the information inputted to the cecétiion server, as it is possible to do online

without identity checking.
To create self-signed certificate we may followpsteelow:

= Click the rules - the Web Server (1IS) in servemiager.

* Inright side window we click the web server icarddhen Server Certificates.

» In very right column we can click create self sigmertificate.

= After editing name, pressing enter we have assignadcertificate, which should be
listed in list of certificates.

= Please note that each certificate has expiratitmttiat vary in level of security.

To assign certificate from authority (we get thensdevel of security [untrusted], but the
process is made through the online certificatiorveseand simulates the process of
assigning the trusted certificate from authoritg) might follow steps below:

= Firstly we need to join CAcert account

= Then we need to generate a Certificate Signing 8gqu

* We then need to add the domain we have contra ofit account

= System will send an email with a link in it, we opte link in a webbrowser.

* Then we need to submit the contents from the CEBRdiICAcert

= CAcert then sends an email with a signed copy otettificate

HTTPS

Hypertext Transfer Protocol Secure (HTTPS) is alwoation of the Hypertext Transfer
Protocol with the SSL/TLS protocol to provide ermpign and secure (website security
testing) identification of the server using thetifeate. HTTPS is visible on the very left
side of address we connect. To configure websiteetsecured and the communication is

encrypted using encryption algorithms we shoultbfolsteps below:

= click on the site name in server manager — rolegb-server (IIS) — name of web server
— sites — name of our website or default web site

= click edit bindings
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= edit the only one binding by selecting HTTPS protpdeaving the port number
assigned (443)

= For the SSL certificate we use the certificate \@eehcreated using one of two previous
manuals.

= After pressing finish we can try by preesing browsb site (https://domain name:443)

= By creating one of the two certificates listed abdle web browser appear to ban the
site as it is not trusted even though it is seculidds happens because of using the
untrusted certification server. For avoiding theshaviour use trusted server in asking

for domain certificateRewiev of certification authoritig49].

12.8 Mail Services — SMTP/POP3

Simple Mail Transfer Protocol (SMTP) is the basidrdernet e-mail. Its objective is to

transfer mail reliably and efficiently. The use fampany is obvious so we will spend the
most of the time understanding technical view. Tecdly the service is host-server based.
To be more precise there is need for using moren tbme server. To increase
comprehension, definitions of some abbreviationsdusghen explaining the SMTP and

POP3 mailing process, the function is describedveel

» MUA - Mail User Agent refer to any agent acting as al mlient toward an email
server, regardless of it being a mail user agerglaging server, or a human typing on a
terminal. In addition, a web application providingessage management, composition,
and reception functionality is sometimes consider@@mail client.

= MTA - Mail Transfer Agent is the computer program agtas server application
retrieving the email from Mail User Agent and siigdit to appropriate server in
network that is reliable of email system of dediora part, which is known as MDA
(discussed in below).

= MDA - Mail Delivery Agent is on the same scope of fiorts but for our exemplary
vector of sent data is now acting as MDA. MDA re&esi mail and store it in its own

database waiting for mail request of destinationAU
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N’ﬁ [N M IA — M Da
| L LY L |
"1 _'.;J“:Tr\ MTA MT 4 :‘
MUA MUA
¥ Y

Figure 17 — process model of mail transfer. Source:
Wikipedia[20].

The email process in the above figure — there i$ gemerated in MUA, then send using
SMTP to the MTA. MTA sends it into MDA and after M request the MDA send the
email to destination MUA. Generally, SMTP is theviése, which only forwards the mails.
For downloading the mail from the server to thetidetion host POP3, IMAP or HTTP

protocol can be used.
MTA/MDA server

Deciding which application to use for covering tid@ A/MDA functions is in variety of

functions it offers, price and compatibility witineé operational system running on the
server. We have decided to install HMailServer tbaters both the SMTP and POP3
server together, has the administration GUI fotirsgd and administration of accounts. It
connects the MySQL database for saving the maalsings, user profiles and passwords,

in order to verify the data created in our datalzaseto select from the selected databases.
Installation

At the installation, the program appears to be igonéd during, to be able to save the
settings for further configuration. First, we cawput whether we wish to create a new

database or to use an existing database usedtin pas
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’{.hMaiIServer Database Setup - Step 2 of 7

Select option

% Create a new hiMaiServer database

Select thiz option if you do not already have a hiailServer database and you want to
create one now. hidailServer requires one database to run,

7 Select a new hiailServer default databass

Select thiz option if you want to change the default b ailServer zerver or databaze.

Figure 18 — Select prompt for a new or an
existing database

Once we have decided to create new database, veechagen the MySQL connection. For
typing the database server address on the machireze runs the database server we can
use the localhost address (127.0.0.1 or localtiosi), otherwise we need to know the IP

address of database server for connecting. Thenponber is standard 3306 for MySQL
database.

'{.hMaiIServer Database Setup - Step 4 of 7

Enter server connection information

Database server address Port
|Iocalhost |3306
Database name

Imail

Authentication

% Use server authentication

Username Imot
Password I******|

Figure 19 — Settings for MySQL
connection.

Configuration

F hMailserver Administrator - [localhost]

File Help
g : | Welcome
tatus
'01 goi'nalns Getting started
[ ules

+ (4 setings Add damain... |
+-gp Lhilties
Figure 20 — Welcome screen in HMailServer

The configuration is made in following steps:
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= Configure DNS records

mai | . sema. fai.uthb.cz A 195.178. 89. 12
senma. fai.utb.cz MX [20] mail.sema.uthb.cz

Note: We have not created more mail servers (asherld as well as with DNS
servers) and that is why the DNS records table koiple. The complicating factor is
creating more servers and directing the mail t@ffito more servers with different IP

addresses even with spread in specific ratio.

= Launch hMail server configuration GUI.

= Connect to administration GUI (insert administrdtomin details).

= Configuring the domain we have rights to (semaufaicz).

= Save the settings

= On the domain expanding tree we add all the accadahtessess

= Assigning the public SMTP host name we go toSedtirg) Protocols -> SMTP ->
Delivery of e-mail and input sema.fai.utb.cz

= Save the change

After this process the SMTP and POP3 server runs.

Common attack — POP3 Spoofing

As mentioned previously, the spoofing is a very own technique for hackers. Email
spoofing is one of these. An unencrypted mail ngesszontains the sent password as
standard text. If some equipment listens to thevoldt data flow, it is easy to determine

the password. For details, please consult set@and Code 1.
Prevention

Prevention is in using the secured services foldingaiSSL in a POP3 communication
between the server and user by downloading theusai the password for authentication

for the account. For details, consult sectl@n?.
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DISCUSSION

The most important element of the research disdussthis thesis is the focus on security
threats that may occur in an operative and funatioretwork. It is also focuses on the
importance of the connotation of the significanibesveen all services. It is very important
to fully comprehend the services, but equally @utw understand the meanings that join
them together. An additional benefit of this arguiés the structured information

displayed in bullets or table format. In the cabéhe network, it is a ready-made solution

described step-by step to facilitate configuration.
The thesis fully supports the fundamentals desdréighe start of the paper.

= Description of the operational system;

» [nstallation and configuration of the operationalstems and network services;
configuration

= Research for network security threats and risks;

= Solutions and precautions to avoid security threats

Part of the deveopment of the thesis is to commmame on security threats as they develop

over time.. It is also then possible to provide gamentary details from the networking

essetials, operational systems or IT to establishaaual for a wide audience who are

interested in this field of expertise. It couldalisclude more case studies using varying

networks and their particular requirements. Lastignsultation and research were an

integral part of the development of this academicknoften in the form of study reference

manual including some validation, quizes, exces;igxample studies of error solutions,

etc.
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CONCLUSION

The benefits of this diploma thesis to the indusaryd its practitioners are in the
provisioning of essential information regarding #@erprise network with the focus on
security threats that may occur. A continuous apgmoto the details in security derives
from the basic essentials. Even new network dessgaled administrators seeking advice
do not need to read through the entire paper. possible to find the information about
service implementation and configuration, while adbing the logic behind the exact
applied security solution.

At the centre of this discussion lie the benefitsobtaining very specific information
relative to operating system architecture and othretevant information that only take
time while studying. The paper will be publishedaaseries of online articles. In doing so,
this enables me to study the readers’ needs afodis more on the business aspects of the
theory. This entire process has prompted a numbeadeas while offering personal

satisfaction and self-fulfilment.
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LIST OF SYMBOLS, ACRONYMS AND ABBREVIATIONS

AD
ANSI
ARP
ASLR
ASP
AUX
CPU
CSMA/CD
DES
DNS
DNSSEC
DVD
EMC
EMI
EMS
FTP
GUI
HTTP
HTTPS
IANA
IS
IMAP
IP

ISO
ISP

T
LAN
MAC
MAN
MDA
MS
MTA
MUA

Active Directory

American National Standards Institute
Address Resolution Protocol
Address space layout randomization
Active Server Pages
Auxiliary port

Central Processing Unit

Carrier Sense Multiple Access

Data Encryption Standard

Domain Name System

Domain Name System Security
Digital Video Disc

Electromagnetic Compatibility
Electromagnetic Interference
Electromagnetic Susceptibility

File Transfer Protocol

Graphic User Interface

Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Internet Assigned Numbers Authority
Internet Information Services
Internet Message Access Protocol
Internet Protocol

International Organization for Standardization
Internet service provider

Information Technology28]
Local Area Network

Media Access Control address
Metropolitan Area Network

Mail Delivery Agent

Microsoft

Mail Transfer Agent
Mail User Agent
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MySQL
NAT
NetBIOS
NIC
oSl
PC
PHP
POP3
RAM
RRAS
RSA
ScP
sQL
SSH
SsSL
TCP
TLS
UDP
WAN
WDS
WEB
WFAS
WMI
ZIP

Relational Database Management System (jptanfulSUN)

Network Access Translation

Network Basic Input/Output System
Network Interface Card

Open Systems Interconnection
Personal Computer

Hypertext Preprocessor

Post Office Protocol

Random access memory

Routing and Remote Access Services

Rivest, Shamir and Adleman (an algorithm fdblmikey encryption )

Session Control Protocol

Structure Querry Language

Secure Shell Protocol

Secure Sockets Layer

Transmission Control Protocol
Transport Layer Security

User Datagram Protocol

Wide area network

Windows Deployment Services

World Wide Web

Windows Firewall with Advanced Security
Windows Management Instrumentation

Zone Information Protocol



UTB ve Zling, Fakulta aplikované informatiky, 2010 79

LIST OF FIGURES

Figure 1 - Schema of standard switch interconNNBCLO............ccooeiiiiiiiiiiiiiiiii e 44
Figure 2 - Wiring of each standard ...........cccceeeiiiiiiiiie e 45
Figure 3 - Wiring of each standard ..o 45
Figure 4 — Physical schema of the Network ...ccccce.oo oo, a7
Figure 5 — IP model of the NetWOIK ... 48
Figure 6 — settings of routing iN SErVer MaNAQEe,a...........ccvvvvvrvuiriiiiiiiee e eeeeeerraeaeaaaes 50
Figure 7 — sample diagram of DNS hierarchy ..o, 54
Figure 8 — list of possible DNS records as a rigluk to particular forward lookup

40T PP 56
Figure 9 — The DNS records iN OUI SEIVET ....cccceeeiiiiieeeeeeeiiiess e e e e e e e e e e e e eneeeaaaeaes 57
Figure 10 — selecting the role of DHCP serverfistalling.............ccoovvviiiiiiiiiiiinnnnnn. 59
Figure 11 — adding domain and DNS SEIVEr ... e .eviveiiiiiiiieeeeeeeeeeeeeeeeeaeevennnnneees 59
Figure 12 — DHCP Scope CONfIQUIAtiON...... .o ittt ee e e e e 60
Figure 13 —network rules configuration in windowswall - server manager. ................. 62
FIQUrEe 14 — tyPes Of TUIES......eeeieii e s 62
Figure 15 — settings for the rule after doublelcliC.............coooriiiiiic 63
Figure 16 — List of installed features to be acedgiefore installation......................... 66
Figure 17 — process model of mail transfer. Sowdkipedia[20]...........ccceevvvvvviriiiinnnns 70
Figure 18 — Select prompt for a new or an existiatabase ..............ccccoiiiiiiiiiiiiiinen. 71
Figure 19 — Settings for MySQL CONNECHION. .. eeeiiiiiieieiee e 71

Figure 20 — Welcome screen in HMailSerIVer ... .ccccoo oo 71



UTB ve Zling, Fakulta aplikované informatiky, 2010 80

LIST OF TABLES

Table 1 — Comparison of distributions of MS Windo8exver 2008, Sourdel]............ 12
Table 2 — Sample security policy, Source: Williaarsworth, Sans Institufg] ............ 16
Table 3 — List of commonly used protocols over JRBIS...........ciiiiiiiiie 26

Table 4 — list of web servers in order of usageir& Netcraff18]. ..........coevvvvvvvinennnnnnn. 65



UTB ve Zling, Fakulta aplikované informatiky, 2010 81

ATTACHMENT | — SECURITY STATISTICS

General Internet Misuse

One-third of time spent online at work is non-woekated. Internet misuse at work is
costing American corporations more than $85 bili@amually in lost productivity. Eighty
percent (80%) of companies reported that emploki@dsabused Internet privileges, such

as downloading pornography or pirated software.
Employee Hacking

Sevety-five (75%) of companies cited employees dikely source of hacking attacks.

45% of businesses had reported unauthorized abgessiders.
Instant Messaging

Nearly eighty percent (80%) of instant messagingampanies is done over public IM
services such as AOL, MSN and Yahoo, exposing campao security risks. There are
more than 43 million users of consumer IM at w@kly one quarter of companies, have a

clearly defined policy on the user of IM at work.
P2P File Sharing

Forty-five (45%) percent of the executable fileswdbaded through Kazaa contain
malicious code. 73 percent of all movie searchesfileasharing networks were for
pornography. A company can be liable for up to ¥Lp@r pirated work if it is allowing

employees to use the corporate network to downtoagrighted material.
Adult / Porn Sites

70 percent of porn is downloaded between 9am ama 37 percent of at-work Internet
users in the US had visited an X-rated Web sitenfnoork.

Spyware

1 in 3 companies have detected spyware on thewankt There exist more than 7,000

spyware programs.
Streaming Media

77 percent of weekly online listening to Internetdi® takes place between 5 a.m. and 5

p.m. Pacific time. 44 percent of corporate emplsysaively use streaming media.
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Computer Viruses / Malicious Code

Although 99% of companies use antivirus softwarajses and worms hit 82% of them.

Blended threats made up 54 percent of the top ligiowes code submissions over the last

six months of 2003. The number of malicious codacit with backdoors, which are often

used to steal confidential data, rose nearly 50%earast year.

Source: Connectworlf®6].

30 to 40% of Internet use in the workplace is eddted to business.

64% of employees say they use the Internet foropatsnterest during working hours.
70% of all Internet porn traffic occurs during thee-to-five work day.

37% of workers say they surf the Web constantlyak.

77.7% of major U.S. companies keep tabs on empdoysechecking their e-mail,
Internet, phone calls, computer files, or by vidgatg them at work.

63% of companies monitor workers' Internet conmastiand 47% store and review
employee e-mail.

27% of companies say that they've fired employegsniisuse of office e-mail or
Internet connections, and 65% report some dis@pfimeasure for those offenses.
According to a survey by International Data Coip(), 30 to 40% of internet access is
spent on non work related browsing, and a staggedi®o of all online purchases are
made during working hours.

90 percent of employees feel the Internet can lekctide, and 41 percent admit to
personal surfing at work for more than three hgansweek.

Some estimates reveal that computer crime mayasostuch as $50 billion per year.
Around 80% of computer crime is committed by "irs&l'. They manage to steal $100
million by some estimates; $1 billion by others.

The average fraud inflicts a loss of about $110,080 corporate/organization victim,
and $15,000 to each individual victim.

60% of Security Breaches occur within the Compabghind the Firewall

25% of corporate Internet traffic is consideredbéo'unrelated to work".

30-40% of lost productivity is accounted for by eyslacking.

Most studies show 70% of companies have had sex aticessed using their network.
32.6% of workers surf the net with no specific atije; men are twice as likely as

women.
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= When asked "should employers monitor, limit, bleckcontrol the Internet access while
at work?" over 60 % of employees said "yes".

= On average, workers spend 21 hours per week oalitiee office, as oppose to only 9.5
hours at home

= 27% of Fortune 500 organisations have defended sblmes against claims of sexual
harassment stemming from inappropriate email.

» Traditionally, employers have been responsible &Aable for the actions of their
employees in the workplace. However, if an orgamsacan demonstrate a "duty of
care" to reduce unacceptable employee activity) theould minimize it's potential for
liability.

» Chevron faces a $2 million lawsuit as a result ofeanployee's email that allegedly
included sexist content.

= A company with 1,000 Internet users could lose upwaf $35 million in productivity
annually from an hour of daily Web surfing by enydes

= 90% of respondents (primarily large corporations government agencies) detected
computer security breaches within the previous daths, 80% acknowledged financial
losses due to computer breaches, 44% were willnigoa able to quantify their losses,
at more than $455 million.

» The most serious financial losses occurred throtigit of proprietary information
respondents reported more than $170 million) ananitial fraud (respondents reported
approximately $116 million).

= Estimated that the greatest threat to intellecpraberty is trusted insiders; 70% of
security breaches come from inside.

Source: Snapshotspg7].



